
Welcome Physician Office
Surgery Scheduler!



Entering Pre-Surgical/Procedural  
Computerized Orders in SCM

**It is important to note that Pre-Surgical Orders are entered 
electronically into SCM for day of surgery orders only.  Orders for Pre-

Admit Tests are currently still performed on paper**

Welcome to Hoag’s computer 
based training module on:



Pre-Surgical Orders
Day of Surgery vs. Pre-Admit Screening

Day of Surgery

• Entered electronically into 
SCM as “Hold” orders onto 
patient’s Pre-Admit visit

• Can be entered by MD or 
office scheduler on behalf 
of MD

• If entered by the office 
scheduler, the MD must 
verify these orders in SCM 
via the To Verify column

Pre-Admit Testing

• This process has not 
changed

• Pre-Admit testing orders are 
not currently entered 
electronically into SCM

• Continue the current 
process for placing these 
orders as well as sending 
the results



The purpose of this computer based training slideshow 
is to educate you on the following three (3) parts:

1) How to gain access to SCM (Hoag’s electronic 
medical record) through VMWare

2) Review your legal responsibilities
3) Provide overview and instructions on how to 

use SCM to assist physicians with pre-
surgical/procedural computerized order entry



PART 1:
Accessing SCM (Hoag’s electronic 
health record) through VMWare



First Priority:
Acknowledgement, Agreement, & 

Confidentiality Forms
• After the Physician identifies who requires access to SCM, each 

staff member must sign and complete four (4) acknowledgement, 
agreement, & confidentiality Forms AFTER reviewing this entire 
computer based training module. 

• The legal agreements are located on medstaff.hoag.org under the 
SCM Training & Forms section. The link containing all four (4) 
forms is called Acknowledgement, Agreement, & Confidentiality 
Forms. The names of the forms are:

1. HOAG CONFIDENTIALITY AND SYSTEM ACCESS AGREEMENT

2. Attachment A PHYSICIAN/PHYSICIAN GROUP/JOINT VENTURE

3. Attachment B.2 Computer Access Form (CAF) MEDICAL STAFF EMPLOYEE

4. Acknowledgement of Receipt of Security Agreement and Completion of SCM 
Training



Acknowledgement, Agreement, & 
Confidentiality Forms Submission

• All four (4) agreements must be scanned/emailed to 
ServiceDesk@hoag.org. Please include the following in the 
email:

• Email subject of Subject:  Physician Staff SCM Access

• Name of the staff member requesting access

• Name of the physician

• Contact information (phone and email) of the staff member

• All four (4) agreements attached 

Important Note: The Security Administrator required to sign the forms can be 
one of the following:  the Office Manager, the Office Security Administrator, 
or the Physician.

mailto:ServiceDesk@hoag.org


Second Priority:
Installing VMWare 

• VMWare Horizon View Client is the software required to 
access Hoag’s virtual desktop where SCM is located

• After completing this computer based training module, go 
to the medstaff.hoag.org website to find instructions on 
how to complete the VMWare installation

• Instructions will be found under the SCM Training & Forms 
section

• Installation MUST occur before logging into SCM

• You will not be able to login to VMWare until you receive 
your individual username from Hoag. The username will be 
sent via email.



Receiving your 
VMWare & SCM Username

• Once the agreements and request have been processed by 
Hoag’s Service Desk and IT Teams, each individual Physician 
office Surgery Scheduler will receive a unique username via 
email.

• Please note that access to SCM and VMWare may take up to  
7 business days

• The username provided in the email is the same for both 
VMWare and SCM. The email will direct you to call Hoag’s 
Service Desk at 949-764-8600, option 2 to reset both your 
VMWare password and SCM password upon first logging in. 
These two systems are not connected and require separate 
password set-ups.



Logging in to VMWare & SCM

• The username provided in the email is the same for both 
VMWare and SCM. The email will direct you to call Hoag’s 
Service Desk at 949-764-8600, option 2 to reset both your 
VMWare password and SCM password upon first logging in. 
These two systems are not connected and require separate 
password set-ups.

• Remember to keep your username and password 
confidential! Never share passwords/login information 
with others or use another individual’s login information!



PART 2:
YOUR LEGAL RESPONSIBILITIES



Protecting Patient Privacy

Having access to Hoag’s electronic medical 
records means that you have a duty and 
responsibility to protect the confidentiality of 
that information and only access that 
information needed to complete your job.



Privacy Breach
If you access the medical records and protected health 
information of patients that are not yours and whom you have 
no business need to know about, this is a privacy breach.  If you 
also disclose information to unauthorized persons or use that 
information in a way inconsistent with your job duties, those too 
are breaches.

– Protected health information (PHI) = individually 
identifiable health information, which includes 
demographic information, that relates to the individual’s 
past, present, or future physical or mental health or the 
provision of or payment for healthcare.



Privacy Breach Consequences
• Hoag may take away your access permanently

• Breach may be reported to the State and/or federal government

• State: California Department of Public Health (CDPH)

• Federal:  Department of Health & Human Services (HHS)

• You may be fined by the State and/or federal government

• State Maximum Fine for Individual:  $250,000

• Federal Maximum Fine for Individual:  $1.5 Million

• Prison time is possible for privacy and/or security breaches (UCLA 
employee sentenced to 4 months in federal prison for breach)

• If you are licensed, the Office of Health Information Integrity may 
report you to your licensing board for further investigation or 
disciplinary action if you are found to have committed a breach 
as outlined in California Assembly Bill 211.



Auditing & Monitoring
Be aware that Hoag actively engages in auditing 
and monitoring of individual access to its electronic 
medical records.

What does this mean?
1. This means that we track and review who is 

accessing what in our systems. 

2. You will face consequences if you are 
inappropriately accessing, using or disclosing 
information from Hoag’s systems, consequences 
will apply.



Your Responsibilities
• NEVER access patient information in the electronic medical 

record unless you have a work related reason to do so.  This 
includes not accessing your family members’ or friends’ records, 
unless you have a legitimate work related reason to do so.  

• You are not permitted to access your OWN medical records; 

you must go through Hoag’s Health Information 
Management/Medical Records department to do so.  

• Only access the minimum necessary information to do your job 
(for example, don’t read or print labs and x-ray reports if you only 
need the H&P to complete a task).

• Know YOU are responsible for all activity that occurs under your 
login. Never share passwords/login information with others or 
use another individual’s login information!



Your Responsibilities
If you become aware of a breach or potential 
breach of the Hoag medical record, you are 
required to contact Hoag immediately.  

Contact Hoag’s Department of Corporate 
Compliance at (949) 764-4427.



Remember…
It is the law to protect the confidentiality and 
privacy of all patient protected health 
information.  Having access to Hoag’s systems is a 
privilege.  

This means you must not abuse that privilege and 
must always make patient privacy and 
confidentiality a priority.



PART 3:
SCM Overview & Instructions on

Pre-surgical/Procedural 
Computerized Order Entry



Overview of the 
Pending Verification Process



Pre-Surgical Orders

• The Pre-Surgical Orders for the day of surgery will be 

entered in SCM by Physicians, qualified clinicians, or 

their office staff using a “HOLD” order session type on 

the patient’s preadmission account prior to admission.  

• If entered by office staff, a Pending Verification 

workflow will be followed.

• These order sets will be used for inpatients and 

outpatients.

• Pre-Op Nurses will release these orders in SCM on the 

day of the patient’s arrival for surgery. 



The physician determines what procedure needs to be done and the designated office 
staff schedules the appointment with Hoag and receives a patient account number. 

Office staff access SCM and enter MD’s pre-surgical orders for the day of surgery
using an order session type of HOLD.

SCM flags the physician that the orders are “pending verification.”

The physician reviews the orders in SCM for accuracy and verifies.  If the physician 
does not verify orders, nursing will NOT be able to act upon them. 

The Pre-Op/Pre-Procedure nurses release the held orders on the day of the 
surgery/procedure.

Pending Verification Workflow



Overview of SCM: 
The Patient List and 

Orders Tab 



Logging In to SCM
Logging On

• Double-click the SCM icon. 

• The logon dialog window 
displays. 

• In the User Name field, type 
your User ID. 

• In the Password field type 
your Password.

• Click the Login button. 



The Patient List  

• The opening screen displays the Patient List. You will see a list 
of Pre-Admitted Patients for your physician.



Selecting a Patient

• Click once on the patient’s name in the list below.  The row 
will highlight in blue and the patient’s information will appear 
in the header at the top.



Finding a Patient NOT on the List

• There may be a time, when the patient you 
have been asked to enter orders on is not on 
your list. 

• The following slides show how to find the 
patient’s chart, so that you can enter the 
orders.



Finding a Patient

If you are looking for a patient who is not on 
your list, click on the Find Patient Icon.



Find Patient Window
The “Find Patient” Window will 
open.

1. Search for the patient using 
their medical record number 
(MRN) or by first and last 
name.

In this example, I typed the 
patient's Last and First 
Name.

2. Click Search.

3. Select the correct patient’s 
name below.   The row will 
highlight in blue.

4. Click Show Visits. 



Choosing the Correct Visit
The “Show Visits” Window will open.

• Select the Pre-Admit visit, it will 
display as PRE in the Visit Status 
column. 

• Click the PRE visit and click OK. 

The patient will appear on a Temporary 
List, allowing you to enter orders.

Note: If you select a visit that is not PRE-ADMIT, you will be 

required to document the reason as to why 

you are viewing this patient’s chart.



Viewing a Patient’s Orders 
that are Pending Review

• After selecting the patient, click on the Orders Tab.



Finding the Patient List

• To go back to the list of patients, click on the Patient List Tab.



Logging Off

• If you are done with SCM or are stepping away for the 
computer you will need to log off.

• To Log Off, click on the “Red Power Button” in the top right 
corner of the screen.



Steps to Entering the        
Pre-Surgical/Procedural  

Computerized Orders in SCM



Steps to Entering Orders

1. Login to SCM.

2. Select your patient.



Entering Pre-Surgical/ 
Procedural Orders

3.  Once you have selected the correct patient, click 
the Enter Orders Icon.  This button is to the left of 
the patient’s name in the Patient Header. 



Confirming the Correct Patient
4.  The “Confirm Patient Before Ordering” Window 

opens.   Review the information in the window and 
click OK, if the information is correct.

Note: If the orders are entered on an incorrect patient 
or incorrectly, the physician (or PA) is the only one who 
can discontinue and/or change the orders. 



Documenting How You 
Received the Orders

5.  The “Requested By” Window opens. Select your 
doctor’s name  from the list below.

• If the doctor’s name does not appear, select Other
and start typing the doctor’s last name until the 
name appears.

6.  Use the dropdown arrow to 

select your “Source.”   Select 

Written as the source.

7.  Click OK.



The Order Entry Window

• Orders the scheduler is permitted to enter are 
listed on the “Order Entry Worksheet.” 



8.  Under “Session”, click the drop-down next to 
“Type” and select Pre-Op Hold.

Note: By selecting a HOLD session, a hold symbol 
appears on the Order Entry Worksheet.

Entering Orders on HOLD

Use of Pre-Op 
Hold is KEY



Selecting the Orders
9. Double-Click on the name of the Orders you wish to 

enter.  In this example, the “Pre-Surgical Orders” 
were selected.



List of Orders 
10. Check the boxes for the 

orders requested by the 
physician.

11. Fill in any additional 
information.

Any field that 
displays a red asterisk 
must be addressed. 

12.  Un-check any pre-
selected orders that the 
doctor does not want.

13.  At the end of the Order 
Set, click OK. 



LABS – ASAP Section

Sometimes, doctors will order testing on the day of surgery. These orders 
are different than the prior to day of surgery orders which would be 

considered pre-admit screening.  It is important to note that the orders 
placed electronically in SCM are for day of surgery only.  The process for pre-

admit screening orders has not changed.



Submitting the Orders

14.  Confirm that the 

orders are on 

HOLD.

15.  Scroll through the 

orders to review 

the orders for 

Accuracy.

16.  Click the Submit 

Orders Button.



Confirming the Orders

17. Go to the Orders Tab and review the orders for
Accuracy.

18. Note that the orders are on Hold and Pending 
Verification (by the MD).



Logging Off

19. If you are done with SCM or are stepping away for the 
computer you will need to log off.

To Log Off, click on the “Red Power Button” in the top right 
corner of the screen.



Thank you for completing 
Hoag’s computer based training 

module on:

Entering Pre-Surgical/Procedural  
Computerized Orders in SCM



Contact Hoag’s IT Training Department at 
training@hoag.org

or call Hoag’s Service Desk at 
949-764-8600, Option 2.
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